ISF

ISF Resilience

In a turbulent world, when your board asks
if you're covered, what's your answer?

To respond with confidence, your organisation can retain ISF: a year of standing
access to cyber security expertise, two rapid expert-led assessments, and
preferred pricing across the full range of ISF access options. It is the fastest, most
direct path into the ISF ecosystem without the commitment of full Membership.

Why now?

The cyber security landscape has shifted. Geopolitical instability, evolving
regulatory requirements and rising board scrutiny mean security leaders need
credible and immediate assurance. Organisations that act now can tell their
leadership, their regulators, and their insurers something simple: we have

retained ISF.

Retaining ISF at a glance

Duration
12 months from signing

Retaining ISF is active from the
date of signing and runs for a full
calendar year.

Standing relationship
Direct access to ISF expertise

A named ISF point of contact assigned
from day one, backed by our Cyber
Resilience Practice.

Core deliverables

Two expert-led assessments
— Rapid Security Assessment
— Crisis Readiness Review

Whether you deploy both assessments
immediately or space them across the
year to align with your operational
calendar, the choice is yours. Retaining
ISF keeps a live relationship in place,
so when priorities shift, expert
guidance is already on hand.

Developed and delivered by ISF Cyber Resilience Practice

Our people

The ISF Cyber Resilience
Practice brings together
consultants with
multidisciplinary backgrounds
spanning cyber security,
physical security, critical
infrastructure protection, and
military service — combining
perspectives that few advisory
practices can offer.

Sectors we have worked in
Retail

Finance

Logistics

Government

Critical National Infrastructure
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Nuclear Engineering

Practice specialisms
Incident response planning

Business continuity and
disaster recovery
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D Yourtwo core deliverables

Crisis readiness
review

Rapid Security
Assessment
An organisation-wide review of

your current information and cyber
security capability

A structured review of your business
continuity, disaster recovery and
incident management capability

What we do What we do

— Two-hour expert-led workshop exploring each — In-depth review of your incident management
information security domain in depth process, BC and DR plans, assessed against

ISF SOGP, NIST, and ISO best-practice frameworks

Scenario coverage assessment across incident types
and severities relevant to your organisation

— Objective assessment of current capability and
maturity level across the organisation -

— Domain ratings aggregated and benchmarked
against industry peers via ISF Benchmark — Alignment check against enterprise crisis plans,

— Peer group quartile analysis escalation thresholds and governance structures

showing performance relative to -
comparable organisations

Stakeholder working sessions to stress-test clarity,
completeness and decision-making

What you receive What you receive

— Written report with findings, business — Written report with findings, improvement areas
implications, and prioritised recommendations and a prioritised remediation roadmap

— ISF Benchmark comparison with domain ratings — Follow-up support session to assess effective
plotted against industry peer averages implementation of key adjustments

— Measurable, actionable security baseline to — Executive and board briefing on
present to leadership findings - demonstrating resilience and return

— Expert guidance on interpreting results and on security investment

identifying where to act first — Confidence that your plans will hold under pressure,

before an incident occurs

) Further access at preferred rates

All below items are available to retainer clients at reduced rates, giving the
flexibility to build on your assessments and access only the tools, research and
community that matter most to your organisation.

ISF research resources

Access to full ISF research library,
providing actionable insights and
guidance from Al security governance
to securing ICS environments.

ISF events and communities

Global access to ISF Chapter meetings
across five continents, ISF World
Congress, and the ISF Member
directory and online communities.

ISF

Contact

For further information contact:
info@securityforum.org
+44(0)20 3875 6868
securityforum.org

m Information Security Forum

ISF ISMS Framework

Access to the ISF SOGP framework in
multiple formats, with cross-reference
mappings to major global standards
including NIST CSF and ISO 27002.

ISF support

A dedicated account management,
secure platform access, local hosting
of Assure tooling data, and expert
presentations or board briefings.

About the ISF

ISF Assure tooling

Practical tools to assess and manage
security risk - covering information
risk, supplier security, benchmarking
and resilience road mapping.

Ready for full access?

When the time is right, full access to
ISF is the natural next step. Retaining
ISF will position you to hit the ground
running from day one.

The ISF is a leading authority on information security and risk management. We provide independent opinion and guidance
on all aspects of information security. We deliver practical solutions to overcome the wide-ranging information security and

risk management challenges that impact business.

Disclaimer

This document has been published to provide general information only. It is not intended to provide advice of any kind.
Neither the Information Security Forum nor the Information Security Forum Limited accept any responsibility for the
consequences of any use you make of the information contained in this document.
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